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Today’s Goals

« How does a microcontroller interact with peripherals to perform
input and output operations?
« Memory-Mapped I/0O
 Interrupts
- DMA

 Explore reliable use of MMIO
* Discuss interaction patterns for Interrupts and DMA



Outline
« I/0 Motivation

« Memory-Mapped I/0

e Interrupts

- DMA




Devices are the point of computers

» Traditional systems need to
receive input from users and
output responses

» Keyboard/mouse
 Disk

« Network
 Graphics

Computer

Processor

[ Control ]

[Datap ath]

Memory

Devices

=

[ Output ]

* Audio

 Various USB devices

» Embedded systems have the same
requirement, just more types of 10




Devices are core to useful general-purpose computing

Input Output

[ Mouse ] [ Monitor ]
4 )
[ Keyboard ] [ Headphones ]
> Computer >
Ethernet Ethernet
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Bluetooth Bluetooth




Devices are essential to cyber-physical systems too

Input Output

[ Lidar ] Throttle Control
4 N\ ’
Inertial ]
| Measurement Unit | L LG (e )

> Computer >
Camera [ Wheel Rotation ]
& /

o) o)




Device access rates vary by many orders of magnitude

« Rates in bit/sec

« System must be
able to handle
each of these

« Sometimes
needs low
overhead

« Sometimes
needs to not
wait around

Device Behavior Partner Data Rate (Kb/s)
Keyboard Input Human 0.2
Mouse Input Human 0.4
Microphone Output Human 700.0
Bluetooth Input or Output Machine 20,000.0
Hard disk drive Storage Machine 100,000.0
Wireless network  Input or Output Machine 300,000.0
Solid state drive Storage Machine 500,000.0
Wired LAN network Input or Output Machine 1,000,000.0
Graphics display Output Human 3,000,000.0
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How does a computer talk with peripherals?

* A peripheral is a hardware unit within a microcontroller
 Sort of a “computer-within-the-computer”
« Performs some kind of action given input, generates output

« We interact with a peripheral’s interface
 Called registers (actually are from EE perspective, but you can’t use them)
« Read/Write like they’re data

Registers | Status Command Data Interface

« How do we read/write them?
» Options:
« Special assembly instructions
 Treat like normal memory



Memory-mapped I/O (MMIO): treat devices like normal memory

» Certain physical addresses do not actually go to memory

» Instead they correspond to peripherals
« And any instruction that accesses memory can access them too!

Address
OXFFFFFFFF
« Every microcontroller I've | | . ool reg] R
ever seen uses MMIO SRR E— Tata Teg

0x00000000
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Memory map on nRF52833

» Flash 0x00000000
* SRAM 0x20000000

» APB peripherals 0x40000000
 Everything but GPIO

» AHB peripherals 0x50000000
« Just GPIO

« UICR — User Information Config
« FICR — Factory Information Config

OxFFFFFFFF

0xEQ000000

0xC0000000

0xA0000000

0x80000000

Ox60000000

0x40000000

0x20000000

0x00000000

System address map Address map
Device
Private peripheral bus
Device
Device
RAM
RAM
AHB peripherals
Peripheral  }|-----—-——---
APB peripherals
SRAM
_________________ Data RAM
e UICR
FICR
Code RAM
Flash

0xEO000000

0x50000000

0x40000000

0x20000000

0x10001000
0x10000000
0x00800000
0x00000000
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Example nRF52 peripheral placement

* 0x1000 is plenty of space for each peripheral

oo = & R

11
12
13
14
15

» 1024 registers, each 32 bits

« No reason to pack them tighter than that

Cre3 0005000
Cre 0006000
Cre 0007000
Cre 0003000

Cre000AD00
Cre3OO0B000
Cre0O0C000
Cre 000000
Cre000EDOD
Cre0O0FRD00

NFCT
GPIOTE

TIMER
TIMER
TIMER
RTC
TEMP
RMNG
ECBE

MNFCT
GPIOTE
SAADC

TIMERD
TIMER1
TIMER2
RTCO
TEMP
RMNG
ECB

Mear field communication tag

GPIO tasks and events

Analog to digital converter

Timer 0

Timer 1

Timer 2

Real-time counter O

Temperature sensor

Random number generator

AES electronic code book (ECB) mode block encryption

Acoelerated address resolver
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TEMP on nRF52833 example

» Internal temperature sensor
 0.25° C resolution
« Range equivalent to microcontroller IC (-40° to 105° C)
» Various configurations for the temperature conversion (ignoring)

e DOOCO00 TEMP TEMP Temperature sensor
TASES_START D00 Start tempsrature measursment

TASES _STOP a0 Stop temperature measurerment
EVENTS_DATARDY e 100 Temperature measurement complete, data ready
INTEMSET b0 Enable intermupt

INTEMCLR (308 Disable interrupt

TEMP 503 Temiperature in *C (025" steps)



MMIO addresses for TEMP

« What addresses do we need? (ignore interrupts for now)
« 0x4000C000 — TASKS_START
» 0x4000C100 — EVENTS_DATARDY
« 0x4000C508 - TEMP

e DOOCO00 TEMP TEMP Temperature sensor
TASKS_START i) Start temperature measursm ent

TASES _STOP a0 Stop temperature measursms nit
EVENTS_DATARDY e 100 Temperature measurement complete, data ready
INTEMSET b0 Enable intermupt

INTEMCLR (308 Disable interrupt

TEMP 503 Temiperature in *C (025" steps)



Example code

* To the terminal!
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Example code

;‘}eady = *(uint3

A(!readij{
ready = *(uint32_t*)(
}

] J ] ]
ENAS | &4 8 I C | S &

VaIUe = *(1nt32_t¥*)( );

,i:'témperature = ((float)value)/
printf(

nrf_delay ms( )i

.
>

, temperature);
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Using structs to manage MMIO access

» Writing simple C code and access peripherals is great!

 Problems:
* Need to remember all these long addresses
* Need to make sure compiler doesn’t stop us!

» Solution:
« Wrap entire access in a struct!
« Compilers turn it into the same thing in the end anyways
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C structs

» Collection of variables placed together in memory

typedef struct {
uint32 t variable one;
uint32 t variable two;
uint32 t array([2];

} example struct t;

« Placement rules - Variables are placed adjacent to each other in memory except:
« Variables are always placed at a multiple of their size
 Padding added to the end to make the total size a multiple of the biggest member

 Microcontrollers can usually ignore these: all registers are the same size!
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Temperature peripheral MMIO struct

typedef struct {

} temp regs t;

Register
TASKS_START
TASKS_STOP
EVENTS_DATARDY
INTEMSET
INTENCLR

TEMP

Description

Start temperature measurerment

Stop temperature measursment

Temperature measurement complete, data ready
Enable interrupt

Chisable interrupt

Temperature in *C {0.25° steps)
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Temperature peripheral MMIO struct

typedef struct {

uint32 t
uint32 t
uint32 t
uint32 t

uint32 t unused B[64+64+1];

uint32 t
uint32 t
uint32 t
uint32 t

TASKS_START;
TASKS_STOP;

_unused A[62];

EVENTS DATARDY;

INTENSET;
INTENCLR;

_unused C[64+64];

TEMP;

} temp regs t;

volatile temp regs t* TEMP REGS

Register Offset
TASKS_START 0000
TASKS_STOP D04
EVENTS_DATARDY 100
INTEMSET 304
INTENCLR 308
TEMP 0x508

Description

Start temperature measurerment

Stop temperature measurarment

Temperature measurement complete, data ready
Enable interrupt

Chisabde interrupt

Temperature in *C {0.25° steps)

= (temp regs t¥*) (0x4000C000) ;
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Temperature peripheral MMIO struct

typedef struct ({ S—
. TASES _START Cai00 Start temperature measurerment
uint32 t TASKS START; ,
. - - TASKES _STOP a0 Stop temperature measursment
uint32 t TASKS STOP; VENTS DETARDY 0100 . te, dota ready
_— —_— L A emperature measurement complete, data rea
uint32 t wunused A[62]; B E. -
. -. - INTEMSET One30 Enable interrupt
uint32 t EVENTS DATARDY; R 2 Dicabie
uint32 t unused B[64+64+1]; e e
-_— - — TERP 503 Temperature in *C {0.25° steps)

uint3 2_t INTENSET ;
uint3 2_t INTENCLR;
uint32 t unused C[64+64];
uint32_t TEMP;

} temp regs t;

volatile temp regs t* TEMP REGS = (temp regs t*) (0x4000C000) ;
// code to access

TEMP_REGS->TASKS START = 1;

while (TEMP_REGS ->EVENT S_DATARDY == 0);

float temperature = ((float)TEMP REGS->TEMP)/4.0;
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What do interactions with devices look like?

Registers | Status Command Data Interface

* (Need to make sure device is ready for a command) model of I/O.

Write value(s) to DATA
(s) “Poll” the peripheral

Write command(s) to COMMAND in software repeatedly
to see if it's ready yet.

while STATUS==BUSY; Wait

« (Need to make sure device has completed the request)

Read value(s) from Data
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Waiting can be a waste of CPU time

1. while STATUS==BUSY; Wait
* (Need to make sure device is ready for a command)

Write value(s) to DATA
Write command(s) to COMMAND

. While STATUS==BUSY; Wait
* (Need to make sure device has completed the request)

5. Read value(s) from Data

« Imagine a keyboard device
« CPU could be waiting for minutes before data arrives
« Need a way to notify CPU when an event occurs
* Interrupts!

AW N
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Interrupts

« What is an interrupt?
« Some event which causes the processor to stop normal execution
« The processor instead jumps to a handler for that event

» What causes interrupts?
« Hardware exceptions
« Divide by zero, Undefined Instruction, Memory bus error
« Software
« Syscall, Software Interrupt (SWI)
« External hardware
 Input pin, Timer, various “Data Ready”

25



Interrupts, visually

Some code
that’s executing
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Interrupts, visually

Some code
that’s executing

Interrupt
triggers!

q
Interrupt handler

code
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Interrupts, visually

Some code
that’s executing

Interrupt
triggers!

q

Continue

original code

v

Interrupt handler
code

28



ARM |Nested|Vectored| Interrupt Controller|(NVIC)

N s

Handles interrupt

Interrupts can Jump directly to entry and exit
preempt other the interrupt . Stacking

interrupts! handler - Unstacking
Priorities

« Manages interrupt requests (IRQ)
» Stores all callee saved registers on the stack
 So the handler code doesn’t overwrite them
« Moves the PC to the proper handler, a.k.a. Interrupt Service Routine (ISR)
 Restores registers after handler returns and moves PC back



ARM Vector table

« List of function pointers to
handler for each
interrupt/exception

* First 15 are architecture-
specific exceptions

* After that are
microcontroller interrupt
signals

Table 7.1 List of System Exceptions

Exception
Number

w N -

7-10
11
12
13
14
15

Exception Type

Reset
NMI
Hard fault

MemManage fault

Bus fault

Usage fault

Reserved

SVC

Debug monitor
Reserved

PendSV
SYSTICK

Priority

-3 (Highest)
-2

-1

Programmable

Programmable

Programmable

NA
Programmable
Programmable

NA
Programmable
Programmable

Description

Reset

Nonmaskable interrupt (external NMI input)
All fault conditions if the corresponding fault
handler is not enabled

Memory management fault; Memory
Protection Unit (MPU) violation or access

to illegal locations

Bus error; occurs when Advanced High-
Performance Bus (AHB) interface receives an
error response from a bus slave (also called
prefetch abort if it is an instruction fetch or
data abort if it is a data access)

Exceptions resulting from program error or
trying to access coprocessor (the Coriex-M3
does not support a coprocessor)

Supervisor Call

Debug monitor (breakpoints, watchpoints, or
external debug requests)

Pendable Service Call

System Tick Timer

Table 7.2 List of External Interrupts

Exception Number

16
17

255

Exception Type

External Interrupt #0
External Interrupt #1

External Interrupt #239

Priority
Programmable
Programmable

Programmable
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Vector table in software

 Placed in its own section
* LD file puts it first in Flash

« Reset Handler determines
where software starts
executing

« After that are all exception
and interrupt handlers

« All function pointers to some
C code somewhere




NVIC functionality

* NVIC functions
« NVIC_EnableIRQ(number)
« NVIC_DisableIRQ(number)
* NVIC_SetPriority(number, priority)
 Technically 256 priorities
« Only 8 are implemented

« Must enable interrupts in two places!
 Enabling interrupt in the peripheral will generate the signal
 Enabling interrupt in the NVIC will cause signal to jump to handler

* Priority determines which interrupt goes first
« And determines how interrupts are nested
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Nested interrupts, visually

Some code
that’s executing

Interrupt
triggers!

q

Higher priority Interrupt handler

Interrupt triggers! Interrupt handler

continues

Continue
original code
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Direct Memory Access (DMA)

» Even with interrupts, providing data to the peripheral is time
consuming
* Need to be interrupted every byte, to copy the next byte over

« DMA is an alternative method that uses hardware to do the
memory transfers for the processor
 Software writes address of the data and the size to the peripheral
 Peripheral reads data directly from memory
» Processor can go do other things while read/write is occurring
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General-purpose DMA

CPU

@ e Dnve

1.CPU
programs DMA, Disk Main
the DMA controller controller Memaory
controller Py Buffer
f.—"'-___-‘-\
Address
Count
Control 4. Ack H
$

s B
|
5. Interrupt when 2. DMA requests
done transfer to memory

| | 3. Data transferred | |

-— Bus
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Special-purpose DMA

* NRF52 uses “"EasyDMA", which is built into individual peripherals
« Only capable of transferring data in/out of that peripheral

 Easier to set up and use in practice
« Only available on some peripherals though (no DMA for TEMP)

AHB Multilayer Peripheral
RAM
=
READER
AHB - .
RAM - - = EasyDMA
- - - ¥
Peripheral
Core
WRITER
REAM
AHB
- EasyDMA -

Warning: addresses for DMA
MUST be in RAM!
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Full peripheral interaction pattern

Configure the peripheral
Enable peripheral interrupts
Set up peripheral DMA transfer
Start peripheral

Continue on to other code

i

5. Interrupt occurs, signaling DMA transfer complete
6. Set up next DMA transfer
Continue on to other code, and repeat
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